
I IIIII IIIIIIII II llllll lllll lllll lllll lllll lllll lllll lllll lllll lllll lllll 111111111111111111 
US 20170366529Al 

c19) United States 
c12) Patent Application Publication 

McNeely et al. 
c10) Pub. No.: US 2017 /0366529 Al 
(43) Pub. Date: Dec. 21, 2017 

(54) METHOD AND APPARATUS OF 
IMPLEMENTING A VPN TUNNEL 

(71) Applicant: NOA, Inc., Miami Beach, FL (US) 

(72) Inventors: Mark McNeely, Miami, FL (US); 
Michael McNeely, Miami, FL (US) 

(73) Assignee: NOA, Inc., Miami Beach, FL (US) 

(21) Appl. No.: 15/629,267 

(22) Filed: Jun. 21, 2017 

Related U.S. Application Data 

(60) Provisional application No. 62/352,759, filed on Jun. 
21, 2016. 

Publication Classification 

(51) Int. Cl. 
H04L 29/06 (2006.01) 

103 

110 
101 

(52) U.S. Cl. 

(57) 

CPC .......... H04L 63/08 (2013.01); H04L 63/0272 
(2013.01); H04L 63/0853 (2013.01); H04L 

63/0876 (2013.01); H04L 63/0861 (2013.01) 

ABSTRACT 

The present invention is directed to allowing a more secure 
initial, and continuous authentication of virtual private net
work (VPN) tunneling. The device of the present invention 
contains its own microprocessor and operating system which 
connects to the host system via a universal serial bus (USB) 
or another coupling mode. The present invention involves 
executing and storing of the VPN software, certificates, 
credentials and sensors on the device, which allows for more 
security and manageability as opposed to executing the VPN 
on the host system. The device continuously authenticates 
the presence of the user via biometrics or the presence of 
second device, including a smartphone, a smartwatch, an 
NFC ring or a custom device with a microprocessor, via 
Quick Response (QR) Codes, Near-Field Communication 
(NFC) or Bluetooth Low Energy (LE) proximity authenti
cation to activate or deactivate the VPN tunnel. 
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METHOD AND APPARATUS OF 
IMPLEMENTING A VPN TUNNEL 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

[0001] The present invention claims priority from U.S. 
Provisional Patent Application No. 62/352,759, filed Jun. 
21, 2016, the contents of which are herein incorporated by 
reference in their entirety. 

BACKGROUND OF THE INVENTION 

1. Field of the Invention 

[0002] The present invention is directed to allowing a 
more secure initial, and continuous authentication of virtual 
private network (VPN) tunneling. The device of the present 
invention contains its own microprocessor and operating 
system which connects to the host system via a universal 
serial bus (USB). The present invention involves executing 
and storing of the VPN software, certificates, credentials and 
sensors on the device, which allows for more security and 
manageability as opposed to executing the VPN on the host 
system. The device can be configured for Login, Quick 
Response (QR) Codes, Near-Field Communication (NFC) 
or Bluetooth Low Energy (LE) proximity authentication to 
activate or deactivate the VPN tunnel. 

2. Description of the Related Art 

[0003] A VPN system allows users to send/receive data 
across shared or public networks, over the internet, as if their 
computers were directly connected to a private network. The 
VPN tunnel is a secure, encrypted connection, between the 
user's client computer and computers and/or servers oper
ated by the VPN service. 
[0004] Traditional VPN tunnels (i.e., Internet Protocol 
Security Standards, such as RFC2547, and RFC4364) 
require software, certificate and password information to be 
installed on the personal computer (PC) (i.e., desktop, 
laptop, etc.) of the user. However, this approach has the risk 
of the user's computer being hacked since all the informa
tion is stored there. Another risk is if the user's computer is 
stolen with the certificates and passwords on the computer 
itself, then this would leave the network behind the VPN 
server vulnerable until the certificates were revoked. 
[0005] In other concerns, once the user logs into the 
personal, client computer, the VPN tunnel can be opened 
automatically or by the user logging in with the tunnel 
application. However, once the user walks away from the 
computer, the tunnel is still open with the computer 
unlocked, and anyone can walk up to the computer and 
access the VPN network. Another scenario of concern is 
where the user locks the computer and someone uses a 
remote desktop platform (RDP) into the computer to access 
the tunnel. 
[0006] Specifically, in a traditional, installed VPN client 
computer, the certificates, passwords, and endpoint infor
mation are stored in software on the operating system (OS) 
drive. The OS drive is installed on the user's client com
puter, and the VPN tunnel accesses the internet via the 
network information center (NIC). The Internet Protocol 
Suite (TCP/IP) application accesses the VPN tunnel by IP or 
hostname, but first accesses the VPN software, and the 
TCP/IP application assessing the internet by IP or hostname, 
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proceeds via a default gateway to the NIC before reaching 
the internet. These certificates, passwords, and endpoint 
information are vulnerable if the desktop or laptop is stolen 
or hacked. 

[0007] Thus, a way of securing the VPN tunnel and the 
certificates, passwords, and endpoint information in soft
ware on the OS drive on the client computer, is desired. 

SUMMARY OF THE INVENTION 

[0008] The present invention is directed to allowing a 
more secure initial, and continuous authentication of virtual 
private network (VPN) tunneling. The controller of the 
present invention contains its own microprocessor and oper
ating system which connects to the host system via a 
universal serial bus (USB) or via another mode of securing 
coupling. The present invention involves executing and 
storing of the VPN software, certificates, credentials and 
sensors on the device, which allows for more security and 
manageability as opposed to executing the VPN on the host 
system. The controller device can be configured for primary 
and continuous authentication of the presence of the user via 
biometrics or interactivity with the user, or for primary and 
continuous authentication by a second trusted device, such 
as a smartphone, smartwatch, nearfield communication 
(NFC) ring, or custom device, which continuous authenti
cation uses Quick Response (QR) Codes, Near-Field Com
munication (NFC) or Bluetooth Low Energy (LE) proximity 
authentication. The controller activates the VPN tunnel upon 
primary authentication and deactivates the VPN tunnel when 
continuous authentication fails. 

[0009] In one embodiment, a virtual private network 
(VPN) tunnel system includes: a controller which is coupled 
to a client computer, the controller including a micropro
cessor containing at least one memory, the memory contain
ing an operating system program; wherein the memory 
stores authentication information including certificate, pass
word and endpoint information in the controller instead of in 
a database of the client computer; and wherein when the 
authentication information received by the client computer 
is validated by the controller, the microprocessor executes 
the operating system program of the controller to implement 
at least one VPN tunnel which connects the client computer 
to a VPN server and to a private network of computers and 
servers, via an internet connection. 

[0010] In one embodiment, the primary and continuous 
authentication of the controller is performed by at least one 
of periodic input of biometrics of a user, or communications 
with a secondary device via at least one contactless com
munication system. 

[0011] In one embodiment, the controller is disposed in a 
universal serial bus (USB) VPN device. 

[0012] In one embodiment, the contactless communica
tion system includes one of Bluetooth Low Energy (LE), 
Near-Field Communication (NFC), or Quick Response (QR) 
Code 

[0013] In one embodiment, the VPN tunnel is deactivated 
immediately when one of inactivity over a predetermined 
period of time occurs at the client computer, incorrect 
biometrics are received at the client computer, uncoupling of 
the controller from the client computer occurs, or lack of 
proximity of the secondary device from the client computer 
occurs. 
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[0014] In one embodiment, the controller automatically 
deactivates upon intrusion detection and deletes all secured 
data in the memory. 
[0015] In one embodiment, the secondary device includes 
one of a portable or wearable device, including one of a 
smartphone, a smartwatch, an NFC ring, or a custom device 
with a microprocessor. 
[0016] In one embodiment, the memory stores encryption 
private keys. 
[0017] In one embodiment, the secondary device is 
equipped with wireless capability; wherein the secondary 
device emits a signal to the controller using the wireless 
capability, in order to activate the VPN tunnel once the 
controller is coupled to the client computer. 
[0018] In one embodiment, an authentication applet is 
preinstalled on the secondary device; and wherein a pass
word is received in the secondary device upon an authenti
cation request, and the signal is transmitted to the controller, 
which returns an authentication token to the secondary 
device; and wherein once the authentication token is 
received from the controller and is valid, and when the 
operating system program is configured for remote authen
tication, the authentication token is forwarded by the sec
ondary device to an authentication server for authorization. 
[0019] In one embodiment, the VPN tunnel remains acti
vated for as long as the secondary device is sending the 
signal to the controller, and the secondary device is within 
a predetermined range from the client computer; and 
wherein when the secondary device is out of range of the 
controller, the VPN tunnel is terminated. 
[0020] In one embodiment, the predetermined range is 
determined using Received Signal Strength Indication 
(RSSI) with one ofB!uetooth LE, or a limited range of NFC. 
[0021] In one embodiment, the system further includes: a 
status indicator disposed on the USB VPN device, which 
indicates at least one of a connected status or a security 
status of the USB VPN device. 
[0022] In one embodiment, the USB VPN device further 
includes an optical sensor to read Quick Response (QR) 
codes for authentication. 
[0023] In one embodiment, a method of implementing a 
virtual private network (VPN) tunnel system, includes: 
coupling a controller to a client computer; wherein the 
controller includes a microprocessor containing at least one 
memory which contains an operating system program; 
wherein the memory stores certificate, password and end
point information in the controller instead of in a database of 
the client computer; and receiving authentication informa
tion at the client computer; validating said authentication 
information using the controller; and executing the operating 
system program of the controller to implement at least one 
VPN tunnel which connects the client computer to a VPN 
server and to a private network of computers and servers, via 
an internet connection. 
[0024] In one embodiment, the method further includes: 
performing primary and continuous authentication of the 
controller is performed by at least one of periodic input of 
biometrics of a user, or communications with a secondary 
device via at least one contactless communication system. 
[0025] In one embodiment, the method further includes: 
deactivating the VPN tunnel immediately when one of 
inactivity over a period of time occurs at the client computer, 
incorrect biometrics are received at the client computer, 
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uncoupling of the controller from the client computer 
occurs, or lack of proximity of the secondary device from 
the client computer occurs. 
[0026] In one embodiment, the method further includes: 
deactivating the controller automatically upon intrusion 
detection and deleting all secured data in the memory. 
[0027] In one embodiment, the method further includes: 
emitting a signal to the controller using wireless capability 
of the secondary device, in order to activate the VPN tunnel 
once the controller is coupled to the client computer. 
[0028] In one embodiment, the method further includes: 
preinstalling an authentication applet on the secondary 
device; and receiving a password in the secondary device 
upon an authentication request, and transmitting the signal 
to the controller; returning an authentication token to the 
secondary device; validating the authentication token; and 
forwarding the authentication token to an authentication 
server for authorization when the operating system program 
is configured for remote authentication. 
[0029] Thus, has been outlined, some features consistent 
with the present invention in order that the detailed descrip
tion thereof that follows may be better understood, and in 
order that the present contribution to the art may be better 
appreciated. There are, of course, additional features con
sistent with the present invention that will be described 
below and which will form the subject matter of the claims 
appended hereto. 
[0030] In this respect, before explaining at least one 
embodiment consistent with the present invention in detail, 
it is to be understood that the invention is not limited in its 
application to the details of construction and to the arrange
ments of the components set forth in the following descrip
tion or illustrated in the drawings. Methods and apparatuses 
consistent with the present invention are capable of other 
embodiments and of being practiced and carried out in 
various ways. Also, it is to be understood that the phrase
ology and terminology employed herein, as well as the 
abstract included below, are for the purpose of description 
and should not be regarded as limiting. 
[0031] As such, those skilled in the art will appreciate that 
the conception upon which this disclosure is based may 
readily be utilized as a basis for the designing of other 
structures, methods and systems for carrying out the several 
purposes of the present invention. It is important, therefore, 
that the claims be regarded as including such equivalent 
constructions insofar as they do not depart from the spirit 
and scope of the methods and apparatuses consistent with 
the present invention. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0032] FIG. 1 is a schematic diagram of a VPN tunnel 
system according to one embodiment consistent with the 
present invention. 
[0033] FIG. 2 is a schematic diagram of the installed VPN 
client of the VPN tunnel system of FIG. 1, showing where 
the certificates, passwords, and endpoint information are 
held, according to one embodiment consistent with the 
present invention. 
[0034] FIG. 3 is a schematic diagram showing the USB 
VPN device of the present invention installed in a computer 
USB port, and a smart phone which can be used with the 
USB VPN device, according to one embodiment consistent 
with the present invention. 
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[0035] FIG. 4 is a schematic diagram showing the authen
tication process of the USB VPN device, according to one 
embodiment consistent with the present invention. 
[0036] FIG. 5 is a schematic diagram showing the authen
tication process of FIG. 4, according to one embodiment 
consistent with the present invention. 

DESCRIPTION OF THE INVENTION 

[0037] The present invention is directed to allowing a 
more secure initial, and continuous authentication of virtual 
private network (VPN) tunneling. The controller of the 
present invention contains its own microprocessor and oper
ating system which connects to the host system via a 
universal serial bus (USB) or via another mode of securing 
coupling. The present invention involves executing and 
storing of the VPN software, certificates, credentials and 
sensors on the device, which allows for more security and 
manageability as opposed to executing the VPN on the host 
system. The controller device can be configured for primary 
and continuous authentication of the presence of the user via 
biometrics or interactivity with the user, or for primary and 
continuous authentication by a second trusted device, such 
as a smartphone, smartwatch, nearfield communication 
(NFC) ring, or custom device, which continuous authenti
cation uses Quick Response (QR) Codes, Near-Field Com
munication (NFC) or Bluetooth Low Energy (LE) proximity 
authentication. The controller activates the VPN tunnel upon 
primary authentication and deactivates the VPN tunnel when 
continuous authentication fails. 
[0038] In one embodiment, the VPN tunnel system 100 of 
the present invention (see FIG. 1) includes VPN tunnels 105 
(i.e., Internet Protocol Security Standards, such as 
RFC2547, and RFC4364) which connect a user's client 
computer (i.e., laptop 102 or desktop 103) via the internet 
104 to a VPN server 106, and a private network (i.e., 
computer(s) 107, and server(s) 108). 
[0039] In order to prevent security issues with the certifi
cate, password and endpoint information, being normally 
held in the databases of the memory installed on the oper
ating system (OS) of the personal computer (PC) 102, 102, 
the present invention provides a universal serial bus (USB) 
VPN device 101, which includes the operating system (OS) 
software program which runs on the device 101, rather than 
on the user's computer 102, 103. 
[0040] Since the certificates, passwords and endpoint 
information are installed on the USB device 101 rather than 
on the computer 102, 103, and all that is needed on the 
computer 102, 103 is an internet protocol (IP) and a route 
202 (see FIG. 2) from Internet Protocol Suite (TCP/IP) 
application 203 (accessing the VPN tunnel 204 by IP or 
hostname) to the VPN USB device 201, which can be set 
using driver setup or net, ipconfig and route commands. All 
the VPN tunnel data passes into the USB VPN device 101 
via the USB connector/port 110 then is routed back out the 
USB VPN tunnel device 101 through the same USB con
nector/port 110. 
[0041] As shown in FIG. 2, the TCI/IP application 205 
accessing the internet does so via the default gateway 206 to 
the network information center (NIC) 407. Accordingly, the 
certificates, passwords, and endpoint information are no 
longer vulnerable if the client computer 102, 103 is stolen or 
hacked. 
[0042] Once the USB VPN device 101 is plugged into the 
USB port 110 of the client computer 102, 103, and powered 
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up, the USB VPN device tunnel 105, 204 would be in the 
non-connected state. In one embodiment, primary and con
tinuous authentication of the USB VPN device 101 can be 
performed by one or more of web Login, biometrics, wire
less (i.e., Bluetooth LE, NFC), or Quick Response (QR) 
Code (described further below). All Login, NFC, Bluetooth 
LE, Biometrics, or QR Codes are encrypted using well 
established standards. 
[0043] In one embodiment, once authentication is 
achieved, the VPN tunnel 105, 204 would start the protocol 
negotiation and changes to the connected state, if the soft
ware program determines that the device certificates and 
endpoint certificates match. 
[0044] In one embodiment, the VPN tunnel 105, 204 is 
easy to open/close by simply inserting the USB VPN device 
101 into the port 110 of the client computer 102, 103, and 
when the USB VPN device 101 is not desired to be in use, 
the USB VPN device 101 can be removed from the port 110 
of the client computer 102, 103, and since the VPN tunnel 
105, 204 runs on the operating system installed on the USB 
VPN device 101, the VPN tunnel 105, 204 is instantly 
shutdown. 
[0045] In one embodiment, the operating system software 
program which runs the VPN tunnel 105, 204, is installed, 
secured, and run on its own microprocessor within the USB 
VPN device 101. Thus, as stated above, other than driver and 
routing information, no other software needs to be installed 
on the client computer 102, 103, providing security of the 
certificates, password, and endpoint information. 
[0046] In one embodiment, the controller of the USB VPN 
device 101 can be configured to different levels of security. 
Further, in one embodiment, upon intrusion detection (i.e., 
hacking, etc.), the controller of the USB VPN device 101 can 
be configured to automatically deactivate and to delete all 
secured data in microprocessor memory. 
[0047] In one embodiment, status indicators 304 (see FIG. 
4) are included such that the user or other personnel can 
determine the status of the USB VPN device 101 (i.e., on, 
off, security issue, etc.). 
[0048] In one embodiment, encryption private keys are 
stored on the USB VPN device 101, and the USB VPN 
device 101 can connect to commonly used firewalls 109 or 
VPN servers 108. 
[0049] In one embodiment, the user or information tech
nology personnel can perform easy administration using 
onboard webserver protocol, which can be permanently 
deactivated once configuration is completed. As noted 
above, configuration parameters include NFC data, biomet
ric data, authentication endpoints, VPN endpoints, certifi
cates, etc. Thus, the USB VPN device 101 of the present 
invention is simple for users to understand and utilize. 
[0050] In one embodiment, the method of implementing a 
VPN tunnel system, begins with the administrator/user 
plugging in the USB VPN device 300 (see FIG. 3) into the 
USB port 304 of the administrator's client computer 301. 
[0051] In step 1), the administrator uploads the operating 
system (OS) stored on the USB VPN device 300 into the 
client computer 301. 
[0052] In step 2), the administrator navigates to the admin
istration URL on the client computer 301 screen. 
[0053] In step 3), the administrator authenticates by bio
metrics, etc., into the onboard webserver of said client 
computer 301. 



US 2017/0366529 Al 

[0054] In step 4), if the authentication of said biometrics 
or other authentication information inputted into said client 
computer 301, is confirmed by said controller of said USB 
VPN device 300, the administrator enters the USB VPN 
device 300 information into the client computer 301. 
[0055] In step 5), the administrator deactivates the 
onboard administration webserver. Once the onboard admin
istration webserver is deactivated, the administrator uploads 
a new USB VPN device 300 operating system (OS) image 
and reconfigures the USB VPN device 300. 
[0056] In step 6), the administrator implements the fre
quency and protocols of the continuous and periodic authen
tication required to compel proper authentication of the user 
or a category of users. 
[0057] In this way, when the VPN tunnel 309 is activated 
in step 7), after proper authentication as above, the user must 
enter biometric or other authentication information, such as 
from a second trusted device (i.e., smartphone, smartwatch, 
nearfield communication (NFC) ring, or custom device), 
into the client computer 301, on a continuous and periodic 
basis, in order to keep the VPN tunnel 309 open. If this 
information is not provided or is faulty, or the controller 
notes inactivity of the user over a predetermined period of 
time, or lack of proximity of authentication (i.e., using 
Quick Response (QR) Codes, Near-Field Communication 
(NFC) or Bluetooth Low Energy (LE)), the controller will 
immediately deactivate the VPN tunnel 309. 
[0058] In an optional step 7), the administrator can acti
vate an onboard security system which deactivates the USB 
VPN device 300 if unauthorized access is detected (hack
ing), and the secure data thereon is deleted. Once tripped, the 
USB VPN device 300 would need to be re-imaged and 
configured. 
[0059] In another embodiment consistent with the present 
invention, a contactless communication system is used to 
activate the VPN tunnel. In this exemplary embodiment, a 
Bluetooth LE or an NFC capable smartphone ( cell phone) 
302 sends a signal 303 to the USB VPN device 300, in order 
to activate the VPN tunnel, once the USB VPN device 300 
is plugged into the USB port 304 of the client computer 301 
(see FIGS. 3-5). 
[0060] In step a), the signal 303 boots/powers up the VPN 
operating system (OS). 
[0061] In step b), when fully powered up, the connection 
indicator 304 on the USB VPN device 300, if present, will 
display red to indicate it is ready for authentication. 
[0062] In step c), at this point, the user can start the 
authentication applet which is preinstalled on the smart
phone 302. 
[0063] In step d) the smartphone 302 will present an 
authentication request, and after the user enters the required 
password into the application, the smartphone 302 will 
transmit an encrypted signal to the USB VPN device 300, 
which will return an authentication token to the smart phone 
302. 
[0064] In step e), once a valid authentication token is 
received from the USB VPN device 300, and if the system 
is configured for remote authentication, the token will be 
forwarded by the smartphone 302 to the authentication 
server 305 for authorization. 
[0065] In step f), once authorized by the authentication 
server 305, the smart phone application will transmit an 
encrypted signal to the USB VPN device 300, with autho
rization to connect the VPN tunnel 309. At this point the 
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connection indicator 304 on the USB VPN device 300, if 
present, will display green. If the system is not configured 
for remote authentication, the application on the smartphone 
302 will validate the token. 

[0066] In step g), once the authentication information is 
validated as in steps 3) and 4) above, the VPN tunnel 
309-via VPN server 306----can be activated from client 
computer 301 to remote computers, i.e., servers 307, 308. 
The VPN tunnel 309 will stay activated as long as the 
smartphone 302 is sending the signal to the USB VPN 
device 300, and is within a predetermined range (to prevent 
deterioration of signal strength) from the client computer 
301. This continuous, proximity authentication, is another 
feature of the present invention. 

[0067] The predetermined range for the proximity of the 
smart phone 302 can be determined using Received Signal 
Strength Indication (RSSI) with Bluetooth LE, or the limited 
range of NFC. Once the smartphone 302 is out of range of 
the USB VPN device 300, the RSSI Bluetooth LE or limited 
range of NFC, the VPN tunnel 309 will be terminated. 

[0068] In one embodiment, all data transmitted from the 
smartphone 302 to the USB VPN device 300 will be 
encrypted using asymmetric cryptography with the private 
key stored on the USB VPN device 300. Public key will be 
stored on the smartphone 302. Data transmitted from the 
USB VPN device 300 to the smartphone 302 will be 
symmetric-key block cipher with random keys received 
from the last transmission from the smartphone 302. The 
private keys and activation tokens will be generated during 
the administration process using the onboard web service 
and stored securely in the memory in the microprocessor of 
the USB VPN device 300. In order to upload the operating 
system from the USB VPN device 302 into the client 
computer 301, and implement imaging and configuration 
thereof, the web service is deactivated. 

[0069] In one embodiment, and as noted above, the USB 
VPN device 300 will use onboard intrusion detection to 
protect the VPN tunnel system of the present invention, from 
unauthorized access. Once an unauthorized attempt is 
detected by the operating system software program of the 
VPN tunnel system of the present invention, the VPN tunnel 
system will delete all secured data in microprocessor 
memory storage on the USB VPN device 300, and deacti
vate the USB VPN device 300. 

[0070] In one embodiment, as noted above, the USB VPN 
device 300 runs its software program on its own micropro
cessor and operating system, which removes the require
ment of installing the VPN software, certificates and pass
words on the client machine 301. 

[0071] In another embodiment consistent with the present 
invention, the USB VPN device 300 can be equipped with 
an optical sensor to read Quick Response (QR) codes for 
authentication in wireless blackout scenarios. 

[0072] In this embodiment, the steps i)-iii), are the same as 
steps a )-c) above. 

[0073] In step iv), the smartphone 302 will present an 
authentication request, and after the user enters the required 
password into the application, the smartphone 302 will 
retrieve or generate a QR Code from the authentication 
server 305, or use one retrieved from the smartphone 302 
cache. Once a valid authentication QR code is received by 
the smartphone 302, and if the VPN tunnel system of the 
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present invention is configured for remote authentication, 
the token will be forwarded to the authentication server 305 
for authorization. 
[0074] Steps v) and vi) are the same as steps f) and g) 
above. 
[0075] It should be emphasized that the above-described 
embodiments of the invention are merely possible examples 
of implementations set forth for a clear understanding of the 
principles of the invention. Variations and modifications 
may be made to the above-described embodiments of the 
invention without departing from the spirit and principles of 
the invention. All such modifications and variations are 
intended to be included herein within the scope of the 
invention and protected by the following claims. 

What is claimed is: 
1. A virtual private network (VPN) tunnel system com

prises: 
a controller which is coupled to a client computer, said 

controller including a microprocessor containing at 
least one memory, said memory containing an operat
ing system program; 

wherein said memory stores authentication information 
including certificate, password and endpoint informa
tion in said controller instead of in a database of said 
client computer; and 

wherein when said authentication information received by 
said client computer is validated by said controller, said 
microprocessor executes said operating system pro
gram of said controller to implement at least one VPN 
tunnel which connects said client computer to a VPN 
server and to a private network of computers and 
servers, via an internet connection. 

2. The system of claim 1, wherein primary and continuous 
authentication of said controller is performed by at least one 
of periodic input of biometrics of a user, or communications 
with a secondary device via at least one contactless com
munication system. 

3. The system of claim 1, wherein said controller is 
disposed in a universal serial bus (USB) VPN device. 

4. The system of claim 2, wherein said contactless com
munication system includes one of Bluetooth Low Energy 
(LE), Near-Field Communication (NFC), or Quick 
Response (QR) Code 

5. The system of claim 2, wherein said VPN tunnel is 
deactivated immediately when one of inactivity over a 
predetermined period of time occurs at said client computer, 
incorrect biometrics are received at said client computer, 
uncoupling of said controller from said client computer 
occurs, or lack of proximity of said secondary device from 
said client computer occurs. 

6. The system of claim 2, wherein said controller auto
matically deactivates upon intrusion detection and deletes all 
secured data in said memory. 

7. The system of claim 4, wherein said secondary device 
includes one of a portable or wearable device, including one 
of a smartphone, a smartwatch, an NFC ring, or a custom 
device with a microprocessor. 

8. The system of claim 1, wherein said memory stores 
encryption private keys. 

9. The system of claim 7, wherein said secondary device 
is equipped with wireless capability; 

wherein said secondary device emits a signal to said 
controller using said wireless capability, in order to 
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activate said VPN tunnel once said controller is 
coupled to said client computer. 

10. The system of claim 9, wherein an authentication 
applet is preinstalled on said secondary device; and 

wherein a password is received in said secondary device 
upon an authentication request, and said signal is 
transmitted to said controller, which returns an authen
tication token to said secondary device; and 

wherein once said authentication token is received from 
said controller and is valid, and when said operating 
system program is configured for remote authentica
tion, said authentication token is forwarded by said 
secondary device to an authentication server for autho
rization. 

11. The system of claim 9, wherein said VPN tunnel 
remains activated for as long as said secondary device is 
sending said signal to said controller, and said secondary 
device is within a predetermined range from said client 
computer; and 

wherein when said secondary device is out of range of 
said controller, said VPN tunnel is terminated. 

12. The system of claim 11, wherein said predetermined 
range is determined using Received Signal Strength Indica
tion (RSSI) with one of Bluetooth LE, or a limited range of 
NFC. 

13. The system of claim 3, further comprising: 
a status indicator disposed on said USB VPN device, 

which indicates at least one of a connected status or a 
security status of said USB VPN device. 

14. The system of claim 7, wherein said USB VPN device 
further comprises an optical sensor to read Quick Response 
(QR) codes for authentication. 

15. A method of implementing a virtual private network 
(VPN) tunnel system, comprising: 

coupling a controller to a client computer; 
wherein said controller includes a microprocessor con

taining at least one memory which contains an operat
ing system program; 

wherein said memory stores certificate, password and 
endpoint information in said controller instead of in a 
database of said client computer; and 

receiving authentication information at said client com
puter; 

validating said authentication information using said con
troller; and 

executing said operating system program of said control
ler to implement at least one VPN tunnel which con
nects said client computer to a VPN server and to a 
private network of computers and servers, via an inter
net connection. 

16. The method of claim 15, further comprising: 
performing primary and continuous authentication of said 

controller is performed by at least one of periodic input 
of biometrics of a user, or communications with a 
secondary device via at least one contactless commu
nication system. 

17. The method of claim 15, wherein said controller is 
disposed in a universal serial bus (USB) VPN device. 

18. The method of claim 16, wherein said contactless 
communication system includes one of Bluetooth Low 
Energy (LE), Near-Field Communication (NFC), or Quick 
Response (QR) Code. 
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19. The method of claim 16, further comprising: 
deactivating said VPN tunnel immediately when one of 

inactivity over a period of time occurs at said client 
computer, incorrect biometrics are received at said 
client computer, uncoupling of said controller from said 
client computer occurs, or lack of proximity of said 
secondary device from said client computer occurs. 

20. The method of claim 18, further comprising: 
deactivating said controller automatically upon intrusion 

detection and deleting all secured data in said memory. 
21. The method of claim 16, wherein said secondary 

device includes one of a portable or wearable device, 
including one of a smartphone, a smartwatch, an NFC ring, 
or a custom device with a microprocessor. 

22. The method of claim 15, wherein said memory stores 
encryption private keys. 

23. The method of claim 16, further comprising: 
emitting a signal to said controller using wireless capa

bility of said secondary device, in order to activate said 
VPN tunnel once said controller is coupled to said 
client computer. 

24. The method of claim 23, further comprising: 
preinstalling an authentication applet on said secondary 

device; and 
receiving a password in said secondary device upon an 

authentication request, and transmitting said signal to 
said controller; 
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returning an authentication token to said secondary 
device; 

validating said authentication token; and 

forwarding said authentication token to an authentication 
server for authorization when said operating system 
program is configured for remote authentication. 

25. The method of claim 23, wherein said VPN tunnel 
remains activated for as long as said secondary device is 
sending said signal to said controller, and said secondary 
device is within a predetermined range from said client 
computer; and 

wherein when said secondary device is out of range of 
said controller, said VPN tunnel is terminated. 

26. The method of claim 25, wherein said predetermined 
range is determined using Received Signal Strength Indica
tion (RSSI) with one of Bluetooth LE, or a limited range of 
NFC. 

27. The method of claim 16, further comprising: 

indicating at least one of a connected status or a security 
status of said USB VPN device using a status indicator 
disposed on said USB VPN device. 

28. The method of claim 21, wherein said USB VPN 
device further comprises an optical sensor to read Quick 
Response (QR) codes for authentication. 

* * * * * 


